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I. 관련 알고리즘 소개
1. Extended Euclidean Algorithm

2. Computing multiplicative inverses in 𝕫𝑛

3. Repeated square-and-multiply algorithm for exp. In 𝕫𝑛

4. Jacobi symbol (and Legendre symbol) Computation

5. Repeated square-and-multiply algorithm for exp. In 𝔽𝑝𝑚

II. Computing square roots in 𝕫𝑛
1. n: Prime

2. n: composite



Extended Euclidean Algorithm

• Extended Euclidean Algorithm
– Extended Euclidean Algorithm : can calculated (1) d = gcd(a, b) and (2) integer x and y 

satisfying ax + by = d

– Running time: O((lg 𝑛)2)

– Ex) a = 4864, b = 3458
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Computing multiplicative inverses in 𝕫𝑛

• Computing multiplicative inverses in 𝕫𝑛
– Extended Euclidean Algorithm 활용

– Multiplicative inverse 계산

– 앞선 예제의경우, d > 1, multiplicative inverse does not exist

– Ex) a = 3, b = 5, d = gcd(3, 5) = 1, n = 10
3*(7) + 5*(2) = 1 (mod 10), 𝑎−1 = 7
3*(7) = 21 = 1 (mod 10)
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Repeated square-and-multiply algorithm for exp. in 𝕫𝑛

• Repeated square-and-multiply algorithm for exp. in 𝕫𝑛

– Ex) 5596 𝑚𝑜𝑑 1234 = 1013
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Jacobi symbol (and Legendre symbol) Computation

• Jacobi symbol (and Legendre symbol) Computation
– Legendre symbol: tool for keeping track of whether or not an integer a is a quadratic 

residue modulo a prime p
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Jacobi symbol (and Legendre symbol) Computation

• Jacobi symbol (and Legendre symbol) Computation

– Jacobi symbol 
𝑎

𝑛
, 𝑛 ≥ 3, be odd with prime factorization 𝑛 = 𝑝1

𝑒1𝑝2
𝑒2 …𝑝𝑘

𝑒𝑘

– If n is prime, the Jacobi symbol is just the Legendre symbol

– 𝑚 ≥ 3, 𝑛 ≥ 3 be odd integers and 𝑎, 𝑏 ∈ 𝕫, the Jacobi symbol has the following 
properties

7



Jacobi symbol (and Legendre symbol) Computation

• Jacobi symbol (and Legendre symbol) Computation
– If n is odd and 𝑎 = 2𝑒𝑎1, 𝑎1 is odd, then
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Jacobi symbol (and Legendre symbol) Computation

• Jacobi symbol (and Legendre symbol) Computation
– Ex) a = 158, n = 235

– Ex) quadratic residues and non-residues
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Repeated square-and-multiply algorithm for exp. in 𝔽𝑝𝑚

• Repeated square-and-multiply algorithm for exp. in 𝔽𝑝𝑚
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Computing square roots in 𝕫𝑛

• n: Prime(1/5)
– Algorithm 2.149: Jacobi symbol computation

– Algorithm 2.142: Computing multiplicative inverse

– Algorithm 2.143: Repeated square-and-multiply algorithm for exp. in 𝕫𝑛
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Computing square roots in 𝕫𝑛

• n: Prime(2/5)
– Ex) p = 5, a = 4, assume that b = 3(quadratic non-residue), 𝑎−1 = 4

𝑝 − 1 = 2𝑠𝑡 = 5 − 1 = 221,
𝑠 = 2, 𝑡 = 1
𝑐 = 𝑏𝑡 𝑚𝑜𝑑 𝑝 = 31 𝑚𝑜𝑑 5 ≡ 3 𝑚𝑜𝑑 5

𝑟 = 𝑎(𝑡+1)/2 𝑚𝑜𝑑 𝑝 = 4(1+1)/2 𝑚𝑜𝑑 5 ≡ 4 𝑚𝑜𝑑 5
𝑓𝑟𝑜𝑚 𝑖 = 0 𝑡𝑜 𝑖 = 𝑠 − 1

𝑑 = 𝑟2 ∙ 𝑎−1 2𝑠−𝑖−1 𝑚𝑜𝑑 𝑝 = 42 ∙ 4 22−1−1 𝑚𝑜𝑑 5 = 4 𝑚𝑜𝑑 5 ≡ −1 𝑚𝑜𝑑 5
𝑖𝑓 𝑑 = −1 𝑚𝑜𝑑 5
𝑟 = 𝑟 ∙ 𝑐 𝑚𝑜𝑑 𝑝 = 4 ∙ 3 𝑚𝑜𝑑 5 = 12 𝑚𝑜𝑑 5 ≡ 2 (𝑚𝑜𝑑 5)
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Computing square roots in 𝕫𝑛

• n: Prime(3/5)
– Ex) 𝑝 = 7 ≡ 3 𝑚𝑜𝑑 4 , a = 4

𝑟 = 𝑎(𝑝+1)/4 𝑚𝑜𝑑 𝑝
= 4(7+1)/4 𝑚𝑜𝑑 7
= 42 𝑚𝑜𝑑 7
≡ 2 (𝑚𝑜𝑑 7)
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Computing square roots in 𝕫𝑛

• n: Prime(4/5)
– Ex 1) 𝑝 = 13 ≡ 5 𝑚𝑜𝑑 8 , a = 3

d = 𝑎(𝑝−1)/4 𝑚𝑜𝑑 𝑝
= 3(13−1)/4 𝑚𝑜𝑑 13
= 33 𝑚𝑜𝑑 13 ≡ 1 𝑚𝑜𝑑 13
r = 𝑎(𝑝+3)/8 𝑚𝑜𝑑 𝑝
= 3(13+3)/8 𝑚𝑜𝑑 13
= 32 𝑚𝑜𝑑 13 ≡ 9 𝑚𝑜𝑑 13
𝑟2 = 92 𝑚𝑜𝑑 13 ≡ 3 (𝑚𝑜𝑑 13)

– Ex 2) 𝑝 = 13 ≡ 5 𝑚𝑜𝑑 8 , a = 4

d = 𝑎(𝑝−1)/4 𝑚𝑜𝑑 𝑝
= 4(13−1)/4 𝑚𝑜𝑑 13
= 43 𝑚𝑜𝑑 13 ≡ 12 𝑚𝑜𝑑 13
r = 2𝑎(4𝑎)(𝑝−5)/8 𝑚𝑜𝑑 𝑝
= 2 ∗ 4 ∗ (4 ∗ 4)(13−5)/8 𝑚𝑜𝑑 13
= 128 𝑚𝑜𝑑 13 ≡ 11 𝑚𝑜𝑑 13
𝑟2 = 112 𝑚𝑜𝑑 13 ≡ 4 (𝑚𝑜𝑑 13)
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Computing square roots in 𝕫𝑛

• n: Prime(5/5)
– For finding square roots modulo p(when 𝑝 − 1 = 2𝑠𝑡 with large)

– Algorithm 2.227:  Repeated square-and-multiply algorithm for exp. in 𝕫𝑛
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Computing square roots in 𝕫𝑛

• n: composite(1/2)
– Square Root Modulo n Problem(SQROOT): given a composite integer n and a quadratic 

residue a modulo n (i.e. 𝑎 ∈ 𝑄𝑛), find a square root of a modulo n

– If the factors p and q of n are known, SQROOT can be solved efficiently by first finding 
square roots and combining them using CRT(Chinese Remainder Theorem)
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Computing square roots in 𝕫𝑛

• n: composite(2/2)
– Ex) p=3, q= 5, n=15, a=4

(1) Calc. r, -r, s, -s( r =2, s=2)

(2) Calc. c and d by using the Extended Euclidean Alg. 
(c=2, d=14, 3*2 5*14=76 = 1(mod 15))

(3) Calc. x = (rdq + scp) mod n
x = (2*14*5) + (2*2*3) = 152 = 2 (mod 15)

𝑥2 = 22 ≡ 4 (𝑚𝑜𝑑 15)

(3) Calc. y = (rdq - scp) mod n
y = (2*14*5) - (2*2*3) = 128 = 8 (mod 15)

𝑦2 = 82 = 64 ≡ 4 (𝑚𝑜𝑑 15)
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Thank you!


