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1. Extended Euclidean Algorithm

2. Computing multiplicative inverses in z,,

3. Repeated square—and-multiply algorithm for exp. In z,,
4. Jacobi symbol (and Legendre symbol) Computation
0. Repeated square—and-muitiply algorithm for exp. In F,m

IIl. Computing square roots in z,
1. n: Prime

2. N: composite
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Extendeg Eu

« Extended Euclidean Algorithm }

— Extended Euclidean Algorithm : can calculated (1) d = gcd(a, b) and (2) integer x and y
satisfying ax + by = d

— Running time: O((Ign)?)
— Ex) a=4864, b = 3458

q r T Y a b T2 T Y2 Y1
— — — — | 4864 | 3458 1 0 0 1
1 1406 1 —1 | 3458 | 1406 0 1 1 —1
2 646 —2 3 | 1406 646 1 —2 —1 3
2 114 5) -7 646 114 —2 5) 3 -7
5} 76 | —27 38 114 76 5 | =27 -7 38
1 38 32 | —45 76 38 | =27 32 38 | —45
2 0| —91 128 38 0 32 | —91| —45 128

Algorithm Extended Euclidean algorithm

INPUT: two non-negative integers a and b with a > b.
OUTPUT: d = ged(a, b) and integers z, y satistying ax + by = d.
1. If b = 0 then set d<—a, x<+1, y+0, and return(d.z,y).
2. Setxo+—1, 210, Y0, y;<1.
3. While b > 0 do the following:
3.1 g«|a/b], r<a — qb, x5 — qx1, Y<Y2 — qUY;.
3.2 a<-b, b<—r, xoé—x, 142, Yoy, and Yy .

4. Set d+a, x<x5, y+yo, and return(d,z.y).

552 ISECHS & ey

nfarmation Security & Internet of Things Laberatory 3 PUSAN NATIONAL UNIVERSITY




Computing multiplicative inversesiinZy
Sy y

- Computing multiplicative inverses in Z, }
— Extended Euclidean Algorithm &-&
— Multiplicative inverse 2|4t
— M of|A|2] A<, d > 1, multiplicative inverse does not exist

— Ex)a=3,b=5,d=9gcd(3,5)=1,n=10
3#(7) +5*(2) =1 (mod 10),a ' =7
3%(7) =21 =1 (mod 10)

Algorithm Computing multiplicative inverses in Z,,

INPUT: a € Z,,.
OUTPUT: a—! mod n, provided that it exists.

1. Use the extended Euclidean algorithm (Algorithm 2.107) to find integers x and y such
that ax + ny = d, where d = gcd(a, n).
2. If d > 1, then e~ mod n does not exist. Otherwise, return(z).
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Repeated squ

 Repeated square-and-multiply algorithm for exp. in Z,, [‘

t
af = Hakﬁi _ (azo)ko (a21)k¢1 L. (azt)kt
i=0

— Ex) 5°°° mod 1234 = 1013

() 0 1 2 3 4 5] 6 7 8 9
ki 0 0 1 0 1 0 1 0 0 1
A 5| 25 | 625 | 681 | 1011 | 369 421 779 947 925
b 1 1] 625 | 625 67 67 | 1059 | 1059 | 1059 | 1013

Algorithm Repeated square-and-multiply algorithm for exponentiationin Z ,,

INPUT: a € Zy, and integer 0 < k < n whose binary representation is k = Z::o k2t
OUTPUT: a* mod n.
Set b«—1. If £ = 0 then return(b).
Set A«a.
If kg = 1 then set b<—a.
For ¢ from 1 to ¢ do the following:
4.1 Set A+ A% mod n.
4.2 If k; = 1 then set b« A - b mod n.

5. Return(b).
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« Jacobi symbol (and Legendre symbol) Computation
— Legendre symbol: tool for keeping track of whether or not an integer a is a quadratic

residue modulo a prime p

u 0, 1ifpla,
(_): 1, ifac Q,,
P -1, facq@,

(1) (%) = a!P~1/2 (mod p). In particular. (%) — 1 and (%)

= (—1)»=1)/2_ Hence
1€ Qpifp=1 (mod 4),and -1 € Q, if p= 3 (mod 4).

(i) (ab) = (“‘) (b) Hence ifa € Z_, then (%) = 1.
(ii1) Ifa = b (mod p). then (p) = (%}.
(iv) ( ) = 1)*~1)/8 Hence [: ) =1lifp=1or7 (mod 8), and (%} =—-1ifp=3

or 5 (mcrd 8}
(v) (law of quadratic reciprocity) If q 1s an odd prime distinet from p. then

PY _ (3 _qyle—1)(a—1)/4
(EI) (p){ Y '




« Jacobi symbol (and Legendre symbol) Computation %

— Jacobi symbol (%) , n =3, be odd with prime factorization n = p,%1p,° ... p; %k

(-G G) G
n) \m 2 Pk
— Ifn is prime, the Jacobi symbol is just the Legendre symbol

— m = 3,n =3 be odd integers and a,b € z, the Jacobi symbol has the following
properties

(1) (a) =0,1, or — 1. Moreover, (:) = 0 if and only if ged(a, n) # 1.
(i) (£ Z) = (2 )( 2). Hence if a € Zj,, then (% ) ="
(111} (mn) (%) (%)'

(iv) Ifa=b (mod nl}. then (%) = [%)

) (F) =1
(vi) (n) = (—1)"=1/2 Hence (_Tl) =1lifn=1 (mod 4). and (_Tl) =—1lifn=3
(mod 4).
(vii) (%) = (— 1}{”2_1”3 Hence (%) = lifn = lor7 (mod 8), and (%) = —1if
n=3orH {mcrd 8).
(vi11) ( ) = ( (m=1){n=1)/4 Tn other words. ( ) unless both m and n are
ongruent To 3 111:::d1110 4, 1n which case (%) =— (ﬁ
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« Jacobi symbol (and Legendre symbol) Computation [
— If nis odd and a = 2%a4, a, is odd, then |

0 E)E)- () (=)o

Algorithm Jacobi symbol (and Legendre symbol) computation

JACOBI(a,n)

INPUT: an odd integer n > 3, and an mtegera, 0 < a < n.

OUTPUT: the Jacob1 symbol (%) (and hence the Legendre symbol when n is prime).
If a = 0 then return(0).

If a = 1 then return(1).

Write a = 2¢a,, where a; 1s odd.

If e is even then set s<—1. Otherwise set s«<—1ifn=1or 7 (mod 8), or set s+ — 1
itn=3or5 (mod 8).

Ifn=3 (mod 4) and a; = 3 (mod 4) then set s+ — s.

6. Set ny+n mod a;.

7. If a1 = 1 then return(s); otherwise return(s - JACOBI(n1,a4)).
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Jacobi symbolm-ar'e‘ ymbol) Comr

« Jacobi symbol (and Legendre symbol) Computation }
— Ex) a= 158, n =235

) - E—> <—)(<—>(—)
_ AV 76-78/4 _ 2 _
7 77
){ 1) ) 1.

— Ex) quadratic residues and non-residues
(f) =1but5¢ Qu. Qa = {1,4,16}

acZy |1 41 5| 8] 1w 11| 13|16 17] 19| 20
o’ modn || 1 16| 4 6] 16| 1| 4| 16] 4| 1
(£) 1| -1 1|-1]-1 1| -1 1| 1|-1 1| -1
(2) 1 1| 1| -1 1f{-1] 1]-1] 1|-1]-1]|-1
(%) -1 1 1f-1] -1 —-1|—-1f 1] 1]-1] 1




"
* Repeated square-and-multiply algorithm for exp. in F,m [

Algorithm Repeated square-and-multiply algorithm for exponentiation in F ,m

INPUT: g(z) € F,m and an integer 0 < k < p™ — 1 whose binary representation is
k=" k2" (The field Fpm is represented as Zy[z]/(f(z)), where f(z) € Zp|z] is an
irreducible polynomial of degree m over Z,.)
OUTPUT: g(x)* mod f(x).
Set s(z)+1. If k = 0 then return(s(z)).
Set G(z)+g(x).
If kg = 1 then set s(x)+g(z).
For 7 from 1 to ¢ do the following:
4.1 Set G(z)+G(x)? mod f(z).
42 It k; = 1 thenset s(x)«G(x) - s(z) mod f(z).
5. Return(s(x)).
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* n: Prime(1/5)
— Algorithm 2.149: Jacobi symbol computation
— Algorithm 2.142: Computing multiplicative inverse
— Algorithm 2.143: Repeated square-and-multiply algorithm for exp. in z,

Algorithm Finding square roots modulo a prime p

INPUT: an odd prime p and an mtegera. 1 <a < p— 1.
OUTPUT: the two square roots of a modulo p. provided a 1s a quadratic residue modulo p.

1.

L]

o

Compute the Legendre symbol (ﬁ} using Algorithm 2.149. If (ﬁ} = —1 thenreturn(a
does not have a square root modulo p) and terminate.

Select integers b. 1 < b < p — 1. at random until one 1s found with (%) = —1.(b1s
a quadratic non-residue modulo p.)

By repeated division by 2, write p — 1 = 2%¢, where £ 1s odd.

Compute @~ ! mod p by the extended Euclidean algorithm (Algorithm 2.142).

Set c+—b* mod p and r<a'*T1)/2 mod p (Algorithm 2.143).

For i from 1 to s — 1 do the following:

6.1 Computed = (r2-a™ 1) mod p.
6.2 Ifd = —1 (mod p) then set 41 - ¢ mod p.
6.3 Set c<—c? mod p.

gs—i—1

. Return(r, —r).
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Computing sq roots in z

* n: Prime(2/5)

— Ex) p =5, a = 4, assume that b = 3(quadratic non-residue), a™! = 4
p—1=25t=5—1=221,
s=2,t=1
c=b'modp = 3'mod5 =3mod5
r=a™D2modp = 40*Y/2mod 5 = 4mod 5
fromi=0toi=s—1
d=0?-a )2 modp = (42 - 4)
ifd=—-1mod5
r=r-cmodp=4-3mod5=12mod5 = 2 (mod 5)

22—1—1

mod5=4mod5 = —-1mod?5
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Computing sq roots in Z,

* n: Prime(3/5)
— EX)p=7=3(mod 4),a=4
r=a®*D/* mod p
= 407+D/4 mod 7
= 42 mod 7
=2 (mod 7)

Algorithm Finding square roots modulo a prime p where p = 3 (mod 4)

INPUT: an odd prime p where p = 3 (mod 4). and a square a € Q.
OUTPUT: the two square roots of @ modulo p.

1. Compute r = aP*1)/* mod p (Algorithm 2.143).
2. Return(r. —r).
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Computing s ;

* n: Prime(4/5)
— Ex1)p=13=5(mod 8),a =3
d=a® Y% modp
= 313-D/* 1mod 13
= 33mod 13 = 1 (inod 13)
r=a®*3/8 mod p
= 31343)/8 ;mod 13
= 32mod 13 = 9 (lnod 13)
%2 =92 mod 13 = 3 (mod 13)
— Ex2)p =13 =5(mod 8),a =4
d=a®D*modp
= 4(3-D/4 mod 13
= 43 mod 13 = 12 (mod 13)
r = 2a(4a)®=>/8 mod p
=2%4 % (4x4)1375/8 mod 13
= 128 mod 13 = 11 (mod 13)
r?2 =112 mod 13 = 4 (mod 13)

Algorithm Finding square roots modulo a prime p where p =5 (mod 8)

INPUT: an odd prime p where p = 5 (mod 8). and a square a € Q.
OUTPUT: the two square roots of @ modulo p.

1. Compute d = a®~1)/4 mod p (Algorithm 2.143).

2. If d = 1 then compute r = aP+3)/8 mod p.

3. Ifd = p— 1 then compute r = 2a(4a)" %% mod p.

4. Retum(r. —r).
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* n: Prime(5/5)
— For finding square roots modulo p(when p — 1 = 25t with large)
— Algorithm 2.227: Repeated square-and-multiply algorithm for exp. in z,

Algorithm Finding square roots modulo a prime p

INPUT: an odd prime p and a square a € ¢Jp.
OUTPUT: the two square roots of @ modulo p.

1. Choose random b € Z, until b> — 4a is a quadratic non-residue modulo p. i.c..

(bf‘—pam} — 1

2. Let f be the polynomial 22 — bz + a in Z,z].
3. Compute r = z(PF1)/2 mod f using Algorithm 2.227. (Note: r will be an integer.)

4. Return(r, —r).
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Computing square roots in z;

* n: composite(1/2)
— Square Root Modulo n Problem(SQROOT): given a composite integer 7 and a quadratic
residue a modulo 7 (i.e. a € Q,,), find a square root of a modulo »

— If the factors p and g of n are known, SQROOT can be solved efficiently by first finding
square roots and combining them using CRT(Chinese Remainder Theorem)

e

Algorithm Finding square roots modulo n given its prime factors p and g

INPUT: an integer n. its prime factors p and q. and a € @Q),,.
OUTPUT: the four square roots of @ modulo n.

1. Use Algorithm 3.39 (or Algorithm 3.36 or 3.37, if applicable) to find the two square
roots r and —r of @ modulo p.

. Use Algorithm 3.39 (or Algorithm 3.36 or 3.37. if applicable) to find the two square
roots s and —s of a modulo g¢.

| ]

3. Use the extended Euclidean algorithm (Algorithm 2.107) to find mntegers ¢ and d such
that cp +dg = 1.

4. Set z+—(rdq + scp) mod n and y<—(rdq — scp) mod n.

5. Return(+x mod n. +y mod n).
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Computipg square

.

* n: composite(2/2) }
— Ex) p=3, q= 5, n=15, a=4
(1) Calc.r, -1, s, -s(r =2, s=2)

(2) Calc. c and d by using the Extended Euclidean Alg.
(c=2, d=14, 3*2 5*14=76 = 1(mod 15))

(3) Calc. x = (rdg + scp) mod n
x=(2*14*5) + (2*2*3) = 152 = 2 (mod 15)
2 =22 =4 (mod 15)

(3) Calc. y = (rdq - scp) mod n
y=(2*14*5) - (2%2*3) = 128 = 8 (mod 15)
y? = 8% = 64 = 4 (mod 15)
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Thank you!




